UHO®OPMALIMOHHASI TAMSITKA
JIJISI OBYYAIOIINXCS 17151 PASMEIIEHUS
HA O®UIUAJIBLHBIX UHTEPHET-PECYPCAX

C KaxIpIM T'OI0M MOJIOJIKU B MHTEPHETE CTAHOBUTHCSA OOJIbLIE, a MIKOJIbHUKHM OJHHM U3 CAMBIX
aKTUBHBIX IOJb30Baresnie PyHera. Mexay Tem, NOMHMO OIPOMHOIO KOJUYECTBA BO3MOXKHOCTEH,
MHTEPHET HeceT M NMpo0sieMbl. DTa namsITKa JOHKHA IIOMOYb Tebe 0e30MacHO HaXOIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnpioTepHblif BHPYC - 3TO Pa3HOBHIHOCTh KOMIBIOTEPHBIX MPOTrpamMM, OTIUYUTEIHHOU
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTh K pa3MHOKEHHIO. B JI0MIOTHEHHE K ATOMY, BUPYCHI MOTYT
MOBPEIUTh WM TMOJHOCTHIO YHUUYTOXKUTH Bce (hailibl U JAaHHBIE, MOAKOHTPOJIBHBIE MOJIb30BATENIO, OT
MMEHH KOTOpOro ObLIa 3aIlylleHa 3apakeHHasl Mporpamma, a TakkKe MOBPEAUTh WIH JaKe YHUYTOXHUThH
OTEpAIMOHHYIO CUCTEMY CcO BceMmH ¢ailiamu B 1eoM. B OONBUIMHCTBE CIIy4aeB paclpOCTPaHSIOTCS
BHUPYCHI U€pe3 UHTEPHET.

MeTobl 3alUTEI OT BPCIOHOCHBIX ITPOTpaMM:

1. HCHOHB?»Yﬁ COBPCMCHHBLIC OIICPALIMOHHBIC CUCTCMbI, UMCIOIITHEC CepBGSHHﬁ YPOBCHb 3allIUTBI OT
BPCAOHOCHBIX ITPOrpaMM;

2. IlocrosHHOo ycraHaBnuBail mnautd (UM@pOBBIE 3amlaTKU, KOTOpPblE ABTOMAaTHYECKU
YCTAHABIIMBAIOTCA C LEIbI0 JA0pPabOTKM NIporpaMmbl) U JApyrue OOHOBJIEHHS CBOEH oOlepalMoOHHOU
cucreMbl. CkaunBail MX TOJNBKO ¢ opuIMaIbHOroO caifita paspadorunka OC. Ecnu cymecTByeT pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBoeM KOMIIBIOTCPEC I10J IIpaBaMHU I10JIb30BATCIIAA, 4 HC aAMHUHHUCTPATOPA. 9TO0 HE
IIO3BOJIUT 6OJII)HII/IHCTBy BPCAOHOCHBIX IIPpOrpaMM HHCTANIMPOBATHECSA Ha TBOCM IICPCOHAIIBHOM
KOMIIBIOTEPC,

4. Vcnonp3yil aHTUBHPYCHBIE NPOrpaMMHBIE TMPOAYKTHI HM3BECTHBIX IPOU3BOJAUTENIEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyub (pu3HYeCKUi JOCTYH K KOMIIBIOTEPY [Tl TOCTOPOHHUX JIMLL;

6. Hcnonb3yil BHELIHME HOCUTENIN HHPOPMALIMK, TaKKUe Kak (hielka, TucK win (ailsl u3 HHTepHeTa,
TOJIBKO U3 IIPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBail KOMIBIOTEpHBIEC (hailyibl, MOJy4YEeHHBbIE U3 HEHAJEKHBIX HCTOUHUKOB. Jlaxe Te
¢ailnpl, KOTOpPBIE pHCIal TBOM 3HAKOMBIN. JIyullle yToOuHHU y HEro, OTHPABJISUI JIU OH TeOe HX.

Cern WI-FI

Wi-Fi - 3T0 He BuJ mepenayn JaHHBIX, HE TEXHOJOTHs, a BCEro JIMIIb OpeHs, Mapka. Eme B 1991
roJly HUJEpJIaH/cKas komnaHus 3apeructpupoBana opern "WECA", uro o6o3Ha4yasio cIoBOCOUYETaHUE
"Wireless Fidelity", koTopblif nepeBoanTcs Kak "GecrpoBOIHAsS TOUHOCTD'.

Jlo Hamrero BpeMeHH Jonuia Apyras abOpeBuaTypa, KoTopast sSBISIETCS TAaKOW K€ TEXHOJOTHEH. ITo
ab6pesuarypa "Wi-Fi". Takoe Ha3zBaHue OBLJIO TaHO C HAMEKOM Ha CTaHJIapPT BBICIICH 3BYKOBOM TEXHHUKHU
Hi-Fi, uro B mepeBosie 03HadaeT "BbICOKast TOYHOCTB".

Ha, OecruraTHBIA MHTEpPHET-IOCTYH B Kade, OTensIxXx W ad’pornopTax SBISETCS OTIMYHON
BO3MOXXHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE AKCIIEPTHI CUMTAIOT, uTO oOmenoctymnabie Wi-Fi cetu He
SIBJISIFOTCSI O€30TIaCHBIMH.

CoBetsl 10 Oe30macHOCTH paboThI B 00mIeN0CTYIHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoto nunyr0 nHpopmanuio yepes odmienocrynasie Wi-Fi cetn. Paboras B HUX,
KeNaTeIbHO HE BBOJIUTH MAPOJIH JJOCTYIIA, JOTHHBI U KAKHE-TO HOMEPA;



2. Hcnonb3yit u OOHOBISM aHTHBUPYCHBIE TIporpaMMbl W OpaHamayep. Tem caMbIM ThI
o0e3omacuIib ceds OT 3aKaYKu BUpPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonszoBannu Wi-Fi otkmoun dyaknuo "OOmmit moctyn k (aiam u mpuHTepaMm'.
JlaHHast (GYHKIMS 3aKpbhiTa MO YMOJYaHUIO, OJHAKO HEKOTOPHIC IOJIb30BATEIN AKTHBHPYIOT €€ s
y1o0CTBa UCIIOJIb30BaHUS B paboTe win yuebe;

4. He ucnonp3yit nyoauunsidi WI-FI qis mepenaun JuYHBIX JaHHBIX, HApUMEpP IS BBIXOAA B
COIIMAJIBHBIC CETH WM B 3JIEKTPOHHYIO TIOUTY;

5. HUcnonw3yit Tonpko 3amuineHHoe coenuuenune yepe3 HTTPS, a we HTTP, 1.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunpHOM Tenedone otkimroun (yakiuio "[loakmrouenne k¥ Wi-Fi aBromarmuecku". He
JOMyCKail aBTOMaTHYECKOTO MOKIIOUEHHUs yCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacus.

CounajnHble CeTH

CouuayibHble CETH aKTUBHO BXOJSIT B HAIly >KU3Hb, MHOTHE JIIOJM PAaOOTAIOT U JKUBYT TaM
HOCTOSIHHO, a B Facebook yixke 3aperncTpupoBaH MHULUTHAP]] YEIOBEK, UTO SBIISCTCS OJHON CEIbMOMN BCEX
)KUTENeH TIaHeThl. MHOTHE MOJb30BaTeNM HE MOHUMAKOT, YTO WH(OpMAIMs, pa3MEUICHHAas HMH B
COIIMAIIBHBIX CETSX, MOXKET OBbITh HaliJieHa M UCIIOIb30BaHA KEM YTOJHO, B TOM YHCIIE HE 00s3aTEIbHO C
OnaruMu HaMepEeHUSIMH.

OCHOBHBIE COBETHI 10 O€30IaCHOCTH B COIIMaJIbHBIX CCTAX!

1. Orpanuup cnucok Apy3edl. Y TeOs B APY3biX HE JODKHO OBITh CIy4yalHBIX M HE3HAKOMBIX
JIIOJICH;

2. 3amumiaid CBOIO YacTHYIO XHM3Hb. He ykaspiBail maponu, TenedoHBI, aapeca, AaTy TBOETO
POXKAEHUS W JIPYTyl0 JHM4YHYO HH(OpManuio. 3JI0YMBIIIJIEHHUKM MOTYT HCIOJb30BaTh JaKe
HMH(OPMALIKIO O TOM, KaK Thl U TBOU POJUTEIIN IUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amumail cBO pemyTaluio - AepKU €€ B YHCTOTe U 3a/aBail cebe Bompoc: XxoTen Obl Thl, YUTOOBI
Apyrue MOoJb30BaTeId BUAETH, 4TO Thl 3arpyxaemb? llogymail, mpexiae yem 4TO-TO OMYOJMKOBATh,
HaIlACaTh U 3arpy3uTh;

4. Ecu TbI roBopulib C JIFOAbMH, KOTOPBIX HE 3HACIIb, HC HCHOJ’II)SYﬁ CBOC pCAJIbHOC UM U APYTI'YIO
JIMYHYIO I/IH(I)OpMaI_II/II/II HnMs, MCCTO KHUTCJILCTBA, MCCTO y‘-Ie6BI H [IpoUce;

5. U36eraii pazmenienust Gororpaduii B IHTepHETE, I/Ie THI M300pa)K€H Ha MECTHOCTH, 10 KOTOPOM
MOXHO OIPEAEIIUTh TBOE MECTOIOJIOKEHHE;

6. Ilpu perucrpanuy B CONMANTBHON CETH HEOOXOIMMO MCTIOIB30BAThH CIIOKHBIE MTAPOIIH, COCTOSIIINE
13 OykB ¥ (P U C KOJIUISCTBOM 3HAKOB HE MEHEE &;

7. I[J'I}I COI.[PIB.J'H:HOﬁ CCTH, MOYTHI U APYIrux caiiToB HCO6XOI[I/IMO HCIIOJIb30BATh PA3HBIC ITApOJIH.
Tor;[a eciau Teos B3JIOMAIOT, TO 3JIOYMBINUICHHUKU TTOJYYAT JOCTYII TOJIBKO K OJHOMY MCCTY, 4 HC BO BCC

cpasy.
DJIeKTPOHHbIE IeHbIH

DNEKTPOHHBIE JEHbIU - 3TO OYEHb YAO0OHBIN CIIOCO0 MIaTeXel, 0JJHAKO CYIECTBYIOT MOIICHHUKH,
KOTOPBIE XOTAT MOTYYUTh 3TH JIC€HBIU.

SJ'IGKT];)OHHI)IG JACHBI'M MOABUJINCH COBCEM HCIABHO U UMCHHO M3-3a OTOI'0 BO MHOTHX roCyaapCTBax
A0 CUX IIOP HEC IMMPOIMKUCAHO IMMPO HUX B 3dKOHAX.

B Poccun xe oHM (YHKIMOHHMPYIOT M O HUX YXe€ MPOMHCAHO B 3aKOHE, I/l UX Pa3JeisaioT Ha
HECKOJIbKO BHJIOB - aHOHHUMHbIE U HE aHOHMMHBIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX



paspemiaercss MPOBOAWTH omepauuu 0e3 HAeHTU(UKAIMK TOJb30BaTeNs, a B HEAHOHUMHBIX
UICHTH(HUKAIUS TTOJIH30BATENS SIBISETCS 0053aTEIHHOM.

Takxe cnemyeT pa3nuyarh MEKTPOHHbIE (GUATHBIE IEHbIH (PaBHBI FOCYAaPCTBEHHBIM BalIOTaM) U
ANEKTPOHHBIC HE(UATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 10 O€30MAaCHOI paboTe € ANEKTPOHHBIMH JCHbIAMH:

1. IlpuBsKM K cueTy MOOWIBHBIN TenedoH. ITO caMblil YAOOHBII U OBICTPHIN c10cO0 BOCCTAHOBUTH
noctyn K cuery. llpuBsizanHbId TenedoH MOMOXET, eciau 3a0yAellb CBOW IUIATE)KHBIH Mapoib HIIH
3aienIb Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonb3yit onHopaszoBbie maponu. [locne mepexona Ha yCHIGHHYIO aBTOPU3ALIMIO TeOe yKe He
OyZeT yrpokaTh OMAaCHOCTb Kpa)XH WJIM IiepexBaTa IJIaTeKHOTO MapoJis;

3. BeiGepu cnoxsbiii maponb. IIpectymHukam OyzneT He MPOCTO yraaarh CIOXKHBIA Iapoib.
HanexHble maponu - 3To mapoJiv, KOTOPBIE COAEPKAaT HE MEHee 8§ 3HAKOB U BKJIIOYAIOT B ¢e€0s CTPOUHBIEC U
IPONMCHbIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAaK J0JuIapa, (hyHTa, BOCKJINLATEIbHBII
3uak u 1.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JaHHBIE HAa CaliTaX, KOTOPBIM HE JIOBEPSCILb.
DJIEKTPOHHAS MOYTA

ONEeKTpOHHAs IMO4YTa - 3TO TEXHOJOTHS W MPENOCTABISIEMBIE €0 YCIYI'M IO IEPEChUIKE H
MIOJTyYEHUIO 3JIEKTPOHHBIX COOOIIEHHH, KOTOpBIE paclpeleNsioTcs B KOMIBIOTEpHOW ceTH. OOBIYHO
AJIEKTPOHHBINA TOYTOBBIM SIIMK BBITJSIANT CIEAYIOIMM 00pa3oM: HMMs_IOJIb30BATEISI(@WHUMS_JIOMEHA.
Taxoke Kpome nepegadn IpoCTOro TeKCTa, UMEEeTCsl BO3SMOXKHOCTD IepeaBarh (aiibl.

OCHOBHBIE COBETHI 110 0€30IMacHOM paboTe C AIMEKTPOHHOM MTOYTOM:

1. Hago BbIOpaTh NpaBUIIBHBIA MOYTOBBIM cepBUC. B HHTEepHETEe ecTb OrpOMHBINH BHIOOP
OecCIUIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIy4IlE JOBEPATh TEM, KOI'O 3HAEIIb U KTO MEPBBIA B pEHTHHTE;

2. He yxa3piBall B JaMyHOM mouTe AMuHyr0 uHpopmaunuioo. Hanpumep, nydme BbIOpaTh
"My3bIKanbHbIN _paHaT@" win "pok2013" Bmecto "temal3";

3. Hcnonb3yil IBYX3TalHyI0 aBTOPU3ALMIO. DTO KOIJa MOMHUMO Hapojisi HYXHO BBOJIUTH KOJ,
npucbuIaeMblii mo SMS;

4. BeiOepu CIOXHBINH Taposb. (s Kaxa0ro modTroBOro SIIHMKa JODKEH OBITh CBOW HAJE)KHBIH,
YCTOWYUBBIN K B3JIOMY IIapOJlb;

5. Ecnu ecth BO3MOKHOCTh HANMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIOJIB3YH 3TY BO3MOKHOCTB;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SINIMKOB. [IepBbIl 111 4acTHOW NEPENMCKU C aJgpecaTaMy,
KOTOPBIM ThI JIOBEpsieIlb. DTO ANIEKTPOHHBIN aJipec He HaJ0 UCTIOIb30BaTh MPU PEruCTpalu Ha (opyMax
W caMTax;

7. He oTkpbIBail ¢ailsibl ¥ Ipyrue BIOKEHUS B MUChMaX, Ja)Ke €CIM OHU HPUILTH OT TBOUX JAPY3eH.
Jlydie yTOYHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3T (aiiibl;

8. [lociie okoHuaHus pabOTHI HA TTIOYTOBOM CEPBHUCE MEPE/T 3aKPHITHEM BKIIAJIKH C CATOM HE 3a0y/1b
HaxaTh Ha "Beritu'".

Ku0epOy/uIMHT WM BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOymnuHr - TmIpecienoBaHue COOOIICHHUSMHU, COAEPXKAIIUMU OCKOpPOJICHHS, arpeccuio,
SaHyTI/IBaHI/IC; Xy.HI/IFaHCTBO; COIIUAJIBHOC GOﬁKOTHpOBaHHG C IIOMOIIIBIO paSJ'II/I‘IHBIX I/IHTepHCT-CepBI/ICOB.

OCHOBHBIE COBETHI 110 OOPKOE C KHOEPOYILTUHTOM:



1. He Opocatics B 60ii. JIydmmii crioco0: MOCOBETOBATLCS Kak ceOsl BECTU |, €CJIM HET TOTO, K KOMY
MOXKHO O6paTI/ITBC$I, TO BHa4YaJIC YCIIOKOUTLCA. Ecimu TBHI HauHempr OTBeYaThb OCKOp6JICHI/I$IMI/I Ha
OCKOPOJICHUS, TO TOJIBKO €111e 0OJIbIIE Pa30XIKelTh KOH(IIUKT;

2. Yrpagisii cBoel KnubeppenyTarmei;

3. AHOHUMHOCTH B ceTH MHHMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 33 QaHOHUMHBIM
aKKayHTOM;

4. He cTtouT BecTH XYyJWUTAaHCKHK 00Opa3 BUPTyalbHOW Xu3HHU. VHTEepHET (GUKCHUpYET BCE TBOHM
NEUCTBYS M COXpAHSET UX. Y JAUTh UX OyJIeT KpailHe 3aTpyTHUTEIIBHO;

5. Co0Oroiaii CBOIO BUPTYIBHYIO Y€CTh CMOJIONY;

6. HWrHopupyiéi enuHuuHbIi HeraTuB. OIHOPa30BbIE OCKOPOUTEIBHBIE COOOIIECHUS JIyYIIe
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcss Ha Ha4aaIbHOM CTaaNH;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIICHHUSIMH, B COLIUATBHBIX CETIX €CTh
BO3MOYXHOCThH OJIOKUPOBKH OTIPABKH COOOIICHHI C ONpeAeICHHBIX a/IpECOB;

8. Ecim Tl cBugerens kubOepOyiummHTa. TBOM AEWCTBUS: BBICTYIUTH INPOTUB TPECIICHOBATEIS,
II0Ka3aTh €My, YTO €ro JEHCTBHs OLEHUBAIOTCA HETaTHBHO, IOAJEPKATh JKEPTBY, KOTOPOM HY)KHA
MICUXOJIOTHYECKast TOMOIIb, COOOLTUTH B3POCIBIM O (PaKTe arpeCCUBHOTO MOBEICHUS B CETH.

MoOuabHbI TeJIe()oH

CoBpemeHnHble cMapT()OHBI M TIIAHIIETH COJAEp)KaT B ceOe BIOJHE B3POCIHBIM (YHKIMOHAN, U
TErepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAIlMOHAPHBIMU KoMIbioTepamu. OHAKO, CPEICTB 3aLTUTHI JIJIs
MOOOHBIX YCTPOMCTB MOKa OYeHb Masio. TecTupoBaHKe U MOUCK YS3BUMOCTEH B HUX MPOUCXOAUT HE TaK
WHTEHCUBHO, Kak s [1K, To ke camoe kacaercss 1 MOOMIIBHBIX IPUIIOKCHHIM.

COBpeMeHHHe MOOUJIbHBIC 6paysepL1 YK€ IMPAKTUYCCKU ANOTHAJINW HACTOJIBHBIC aHAJIOI'd, OJHAKO
paciipeHuc (I)YHKI_II/IOHaJ'Ia BIICUET 3a COOOM 60J'IBIJ_IyIO CJIO)KHOCTb U MCHBIIYHO 3alIIUIIICHHOCTD.

Jlaneko He Bce MPOU3BOAUTENN BBITYCKalOT OOHOBJICHMUS, 3aKPhIBAIOIINE KPUTUUECKUE YSI3BUMOCTH
JUISI CBOMX YCTPOMCTB.

OCHOBHBIC COBETBI JJIsA 0e30MacHOCTH MOOUIIBHOTO TGHG(I)OHaZ

Huuero He siBisiercs no-HacrosiniemMy oecriiaTHeIM. Byaib ocTopokeH, Beaib Korja Tede npeajiararot
OecraTHBI KOHTEHT, B HEM MOT'YT OBbITh CKPBIThI KaKHE-TO IUIaTHBIE YCIYTH;

Hymaii, npexxae yem otnpaButh SMS, ¢oTo miam Buzpeo. Thl TOUYHO 3Haelb, T€ OHU OyIyT B
KOHEYHOM UTOre?

Heo6xoamumMo 0GHOBIATE OMEPAIIMOHHYIO CUCTEMY TBOETO CMapTQoOHa;
Hcnonp3yit aHTUBUPYCHBIE IPOTPAaMMBI JJIs1 MOOMIIBHBIX TeJIe(hOHOB;

He 3arpyxait npuiiosxeHus OT HEU3BECTHOT'O MCTOYHHKA, BEJJb OHM MOTYT COJEPKAaTh BPEAOHOCHOE
porpaMMHoOe oOecrieueHue;

[Tocne TOro kak ThI BBIHJENIb C caiiTa, I/ie BBOAMI JMUYHYIO HH(POpPMAIHUIO, 3aiiin B HACTPONKU
Opaysepa u yaanu cookies;

[Tepuoanuecku nmpoBepsiii, KaKKUe IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBaii cBoii HOMep MOOWJIBHOrO TeledOoHa TOJIBKO JIIOJAAM, KOTOPBIX Thl 3HAEllb U KOMY
JIOBEpsiellb;

Bluetooth nomkeH ObITh BBIKIIIOUEH, KOTAA Thl UM HE TOJb3yelibes. He 3a0biBail MHOT1a TPOBEPSITH
3TO.



Online urpsl

CoBpeMeHHbBIE OHJIAMH-UTPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOLIUE PA3BICUCHHS, OOBEIUHSIONIIEC
COTHH THICSIY YEJIOBEK 10 BceMy Mupy. Urpoku uccieayroT TaHHbIi UM MUp, OOLIAIOTCS APYT C IPYToM,
BBITIOJIHSIIOT 3a/IaHMs], CPAXKAIOTCSI C MOHCTPAMHM M TOJIyY4alOT OMBIT. 3a YJIOBOJIbCTBHUE OHU ILIATST:
MOKYTAOT JUCK, OMJIAYUBAIOT a0OHEMEHT WM MPUOOPETAIOT KaKHUEe-TO OIIHUH.

Bce atu cpenctBa uayT Ha MoOIAEpKaHWE W PA3BUTHE UIPHI, a TAaKKe Ha camy 0€30MacHOCTE:
COBEPILICHCTBYIOTCSI CHCTEMBI aBTOPU3ALlMH, BBITYCKAIOTCS HOBbIE MaTtyM (IMQpoBBIE 3aruIaTKu JUIs
MIPOrpaMM), 3aKpPbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX urpax CTOUT OmacarbCsd HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO
mapoJisd, Ha KOTOpOM OCHOBAaHa CUCTEMaA aBTOpHU3aAllUA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnmu npyroit urpok Bener cedst MIOXO0 WM CO3/1aeT Tede HENMPHUATHOCTH, 3a0JIOKUpPYH €ro B
CIIMCKE UTPOKOB;

2. Honcanyﬁc;[ AIIMUHUCTpATOpaM HIPbl Ha INIOXOC IIOBCACHUC OJOTOI'O MI'POKA, KCJIATCIbHO
MNPUITOKHUTL KAKHC-TO JOKA3aTCIIbCTBA B BUJC CKPUHOB,

3. He yka3siBaii TnuHyto HHPOpMAIUIO B Ipodaiiine urpsr;
4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(uaabHble MaTYH U MOJBI;

6. Vcrionb3yii cl10KHbIE U Pa3HbIE TAPOJIH;

7. JJaxxe BO BpeMsi MIpbl HE CTOMT OTKJIOYaTh aHTUBUpYC. IIoka ThI Urpaeiib, TBOH KOMIBIOTEP
MOTYT 3apa3UTh.

OUIIMHT 1IN Kpazka JUIHBIX JaHHbIX

OOBIYHON KpaXKe JeHer W JIOKYMCHTOB CErOJHS YK€ HHKOTO HE YAWBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3TOYMBIIUICHHUKH TEPEMECTUIIUCh B HMHTEPHET, U MPOJOHKAIOT 3aHHUMAThCA
"MrOOUMBIM" JETOM.

Tak mosiBUIIacCh HOBasi yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DUIIMHT, TJaBHAs LEllb KOTOPOTo
COCTOUT B TOJY4YEHUH KOH(UICHIMAIbHBIX JAHHBIX IOJb30BaTeNe - JIOTMHOB W mapoieil. Ha
aHrauiickoMm si3pike phishing untaercs kak ¢pumuHr (ot fishing - pei6Has noBis, password - MapoJb).

OcHOBHBIE COBETHI IO 60pbOE ¢ HUITMHIOM:

1. Cnenu 3a cBOoMM akkayHTOM. Ecim Thl momo3peBaelib, YTO TBOS aHKeTa Oblla B3JIOMaHa, TO
HE0OXO0MMO 3a0JIOKMPOBATh €€ U COOOIINTH aIMUHUCTPATOPaM pecypca 00 3TOM KaKk MOKHO CKopee;

2. Ucnonb3yit 6e30macHbie Be0-CATHI, B TOM YMCIIE, MHTEPHET-Mara3nHOB U TOMCKOBBIX CUCTEM;

3. Hcmone3yil croxHble M pa3Hble mnaponud. Takum oOpa3oMm, eciau TeOs B3JIOMAlOT, TO
3JIOYMBIIIJICHHUKH TOJyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPO(UITIO B CETH, @ HE KO BCEM;

4. Ecmum T1ebs B3iOMaiM, TO HEOOXOAMMO TMPEIyNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIC
no0aBieHbl y TEOS B JAPY3bAX, O TOM, 4TO TeOs B3JIOMAIA U, BO3MOXKHO, OT TBOETO HMMEHHU OyJeT
pacchuIaThCs CliaM M CCBUTKH Ha (PUITWHTOBBIC CAlTHI,

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKIIIOYM COXpaHEHUe maposis B Opaysepe;



7. He oTkpbiBaii dhaiiasl U ApyTrHe BIOKEHUS B MUChbMaX, )K€ €CJIM OHU MPHUIIUIA OT TBOUX JIPY3€i.
Jlydie yTOYHM y HUX, OTIIPABIISUIM JIU OHU TeOe 3TU (ailibl.

Hudgposas penyrauus

Hudposas pemyrauus - 3TO HEraTMBHAas WIM TIO3UTHUBHAas HWHpOpManus B ceTH O Teoe.
Komnpomerupyromas nHpopmanus, pa3MelleHHas B MHTEPHETE, MOXKET CEPbe3HbIM 00pa3oM OTpa3UThCs
Ha TBoeW peanpHOU >ku3HU. "Lludpomas pemyranusa" - 3TO TBOM MMHIDK, KOTOPBIA (opmupyercs w3
nHpopMmanuu o Tebe B UHTEpHETE.

TBoe MecTo KHTeNbCTBA, y4eObl, TBOC (PMHAHCOBOE TOJOXKEHHE, OCOOCHHOCTH XapakTepa Hu
pacckasbl 0 OJIM3KHX - BCE ITO HAKAIUINBAETCS B CETH.

MHorue noapoCcTKH JErKOMBICIIEHHO OTHOCSTCS K IyOnukanuu JMyHoi nHdopmanuu B HTepHeTe,
HE MOHUMasi BO3MOXKHBIX MocieAcTBUH. Thl nake HE CMOXKELIb J0rajarbcs O TOM, 4TO (ororpadus,
pasMeleHHas 5 JeT Ha3a/, cTaja MPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommeHnTapuu, pa3merienue TBoux ¢ororpaduil U Ipyrue IEeHCTBUS MOTYT HE MCUE3HYTh Jaxe
mocje TOro, Kak Thl UX YHalullb. Tkl HE 3HACIIb, KTO COXPAHMI 3Ty MH(OpMAIHIO, TIONalia JU OHA B
MIOUCKOBBIE CHCTEMBbl M COXPAaHMJIACh JIM OHA, a IVIABHOE: YTO MOJYyMAalOT O TeOe OKPY)KAIOLIUe JIOMH,
KOTOpbIE HAUIYT M YBUAAT 3T0. HailTn nHpOpMaLnio MHOTO JIET CITyCTs CMOKET JIF000H - KaK U3 JOOpbIX
o0y »X/IeHUH, TaK ¥ C HAMEPEHHEM IPUIHHUTH BPEI. ITO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 11O 3aIIUTC I.[PI(i)pOBOfI penyranuu:

1. Tlomymaii, mpexxzie 4eMm 4To-To MyOJIMKOBAaTh M NepenaBaTh y ceOs B OJ0Te WM B COIMATBHOM
CeTH;

2. B Hactpoiikax mnpoduisi YCTaHOBU OTpaHHYEHHUS HA MPOCMOTP TBOEro MNpoduias U €ro
COJIEPKUMOT0, ClIeNIall €ro TOJIbKO "1uist npy3ei’;

3. He pasmemaii u He yka3piBail HHGOPMAIMIO, KOTOpask MOXET KOTro-TH00 OCKOpOJISTH WIIH
00MXKaTh.

ABTOpCKOE paBo

CoBpeMeHHbIE IIKOJIBHUKU - aKTUBHBIE TOJIb30BaTENN HUPPOBOro mpocTpaHcTBa. OpHAKO AajIeKo
HE BCE 3HAIOT, YTO I0JIb30BAHUE MHOTHMHU BO3MOXHOCTSAMHU LU(POBOro Mupa TpedyeT coON0AeHUs IpaB
Ha MHTEIJICKTYAJIbHYIO COOCTBEHHOCTD.

TepMuH "HHTENIEKTyallbHass COOCTBEHHOCTh'" OTHOCUTCS K Pa3IM4YHBIM TBOPEHUSM YE€JIOBEYECKOTO
yMa, HaulHasi ¢ HOBBIX U300pETeHH 1 3HaKOB, 0003HaYaIOIINX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTaMHU, GoTorpadusiMu, KHHOPUIbMaMU U MY3bIKJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKHE TpaBa - 3TO IpaBa Ha MHTEJUIEKTYaJlbHYIO COOCTBEHHOCTh Ha MPOU3BEACHHUS HAyKH,
JUTEpaTyppl M HCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAOT B KaueCTBE TapaHTHH TOrO, 4YTO
MHTEJUIEKTYaJIbHBII/TBOPUECKUN TpyA aBTOpa He OyAeT HampacHbIM, JacT €My CIIpaBeJIMBbIE
BO3MOXXHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOEro TPyJa, MOJYYUTh M3BECTHOCTh M Mpu3HaHue. Hukro
0e3 paspelieHus] aBTopa HE MOXET BOCIPOM3BOAUTH €r0 NMPOU3BEACHHE, PACIPOCTPAHATH, MYOIUYHO
J€MOHCTPUPOBATh, IPOAABATh, HMIOPTHPOBATh, IIyCKaTb B IPOKaT, IyOJUYHO HCIIOJIHATS,
MOKa3bIBaTh/UCIIONHATH B 3(upe Win pa3meniats B IHTEepHeTE.

Hcnonb3oBanue "muparckoro” mporpaMMHOTO 00€CIIEUEHUST MOKET MPHBECTH K MHOTHM PHUCKAM:
OT TMOTepH JAHHBIX K TBOUM aKKayHTaM J0 OJIOKHPOBKM TBOETO YCTPOMCTBa, TIJ€ YCTaHOBIICHA
HCJICTaJIbHasd IIporpamMma. He crout Taxke 3a6BIBaTI), 4TO CYWCCTBYIOT JICTAJIBHBIC H OecmaTHbIe
MIPOrpaMMbl, KOTOPbIE MOYKHO HAlTH B CETH.



O nopraJie

CeteBu4OK.p( - TBOH TJIaBHBI COBETYHK B CETU. 371€Ch ThI MOXKEIITh Y3HATh O O€30MMACHOCTH B CETH
MNOHATHBIM W JOCTYIHBIM S3bIKOM, a IIPU BO3HHUKHOBCHUU KpPITPI‘-IGCKOfI CUTyalluu 06paTI/ITI>CH 3a
COBETOM. A Tak)Ke MPUHATH y4acTHE B KOHKYpPCaX U CTaTh CAMBIM LIU(PPOBBIM IPaXKIaHUHOM !



